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1. gunsaldatiiv Log File szuutA3atie
2RusUUszINa 385,000 UM (5781 385,000 / Yn 1WA 1 YA)
AndnwMiugy
1. \lugunsnl Appliance viegunsalneuiaimesildumsgu annsafiusiusimanisad (logs or
Events) ﬁtﬁm%’u‘luqﬂﬂidﬁﬂu appliances wag non-appliances 14U Firewall, Network Devices
AN 9, sEUUUHURNTS, s3UU appliances, ssuuiotie wazszuugutoya Wudu Idedratfee
180 gunsaliiesyuy Tnsannsouanmasgneldisunuy (format) ieafuld

2, ﬁixUUﬂ'ﬁLﬂz’]’ﬁﬁ’a‘i’J’aQaLﬁ'a‘l%’ﬁué’uﬂfnugﬂéfawm%'ayjaﬂfﬁ'ﬂLﬁumwmmgm MD5 %38 SHA-1
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3. fdsadfeurassuuiaietny (Network Interface) wuu RIS GE vieRnin Tnubidesnii 4 daq
4. Smhedaiudieya (Storage) aumAugsalifosndt 8 T8
5. @mnsaufiu Log File luguuuu Syslog v83gUnsallyu Router, Switch, Firewall, VPN, Server
D ¢
6. AWIIDUIMSIANTYUATAINIULINSEIU HTTPS, Command Line Interface wag SSH 'I&
7. anunsavinsdsesdeya (Data Backup) udsgunsaldaiudeyanisuen 1wy Tape wia DVD
%50 External Storage \Jud 161
8. @1130%131899U (Report) Tagaaingunsallasiuia3edy (Next Generation Firewall) §%e
Fortinet §u FortiGate 100E %*'qLﬂmzﬁ’m%ﬁamﬂ’uwszu5mw°uuﬂ168'mua&ﬂuﬁaaqﬁu Taad
sUuvuda
8.1 Application and Risk Analysis
8.1.1 Top application users by Bandwidth
8.1.2 Top application users by session
8.1.3 Top Web Sites wag Top threats
8.2 Bandwidth and Applications Report
8.2.1 Bandwidth Summary
8.2.2 Sessions Summary
8.2.3 Traffic Statistics
8.3 Client Reputation
8.3.1 Score Summary for All Users/Devices
8.3.2 Top Users by Reputation Scores .
8.3. Top Devices by Reputation Scores
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8.4 Detailed Application Usage and Risk
8.4.1 Botnet
8.4.2 Proxy Avoidance
8.4.3 Peer To Peer
8.4.4 Remote Access
8.5 Security Analysis
8.5.1 Number of Sessions
8.5.2 Top Users by Sessions
8.5.3 Top Users by Bandwidth
8.5.4 Top Applications by Sessions
9. amnsorimunAvsuayseumuddgldtudpuassuut fesdunlfougunsaifudeyansas
bt (Profile-Based Administration)
10. ansadaifiuteyamgnisalredundl (Events per Seconds) ldlsitiaendn 3,000 eps W3081U1ID
Sudleyauuu Collector Sustained Rate l#laiffasnda 3,000 logs/sec
11 ansadrsdalunisiu uasdsdayanisesasmensufiumesfugunsaitiestuiadosie (Next
Generation Firewall) 8@ Fortinet u FortiGate 100E ﬁamﬂ’uw35Uimﬁ%m‘lﬁ’j’a'}ua§,ﬂéf w3e
wwuegunsalneuenlaggunsnineuendesd! VPN Throughput laitfesnda 4 Gops
12. @an30831931897 (Report) wazU3uusiss18a1u (Customize Report) ¢
13. @1u150%1 Dashboard #195'u Network Operations Center (NOC) %58 Security Operations
Center (SOC) ¢ i3alausszuURuAN

14. Wiusesnmsgiu FCC uag UL Wuathates
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2. mis‘f";aqunsainixmﬂ Heyeyney (L3 Switch) Yuna 24 a9
aafiusuuszg 330,000 UM (57A1 110,000 UW/YA FIUIU 3 YA)
AndnvMEAUgIY
1. fdnwazmavinulidesnda Layer 3 vas 0S| Model w3eanunsavin Layer 3 Routing Idf
- aunsnfundumaasedislagldlusinnea (Routing Protocol) RIPv2, OSPF Idifiuagnatias
. flvwnves Switching Capacity liiWeandn 128 Gbps uasll Throughput laitfesnda 95 Mpps

. iIneAIus19in DRAM vSe SDRAM %38 DDR wurelitiesnia 1 GB

2

3

q

5. fimhemws1wda Flash e eMMC aualsitfosndn 4 GB

6. { Routing Table vwnlkitfounin 2,000 (IPv4) wag 1,000 (IPve)

7. Dual Flash Image %38 Dual SSD

8. flfoudousiaszuuiniatie (Network Interface) WUy 10/100/1000 Base-T wSoRnin $1uavly)
ounin 24 des

9. flfosdmTusessumadenseszuuiaTeyis (Network Interface) WUy 1/10 Gbps (SFP/SFP+)
Suliifferndn 4 ¥es wiewRnds Transceiver Module WUy 1G SFP LC LX Srunulaitiasnd 2
%489

10. aansavirumunnsgu 802.10 Tawseudulidaania 2,000 VLAN (Simultaneously) uag
@115 IEEE 802.1v protocol VLANSs ¢

11. ansavir Stacking lalaifeendn 8 gunsad vise dlassadrafiu Modular Chassis

12. 58e5Um3vh Secure Tunnel Wiiemugy Traffic Tuguuuy Per-port w3e Per-user role I
(MieiauegUnsal Network Access Control fisas3usuaugunsafliffesnin 500 devices

i)

13. ﬁé’wvzymlwLtamamus%aﬂ'ﬁﬁ'mmimL‘Tj'amiaiswm%a‘zhsmﬂsdaq

14. @1119091 StackWise Virtual Link (SVL) 158 Virtual Switching Framework (VSF) %58 VCS
Fabric %38 Virtual Port Channel (VPC) 1¢f

15. 893U Mac Address lahidaenin 32,000 Mac Address

16. @u150%11 Multicast RIUNINTFIU IGMPV3, PIM Dense Mode (458 PIM-DM), PIM Sparse Mode
(W30 PIM-SM) 19/

17. &u150%1197U Security Wuu Control Plane Policing, DHCP Protection, Port Security, Dynamic
ARP Protection, RADIUS, TACACS+ 141

18. @111130% Spanning Tree lugyuuu 802.1D, 802.1s, 802.1w wag PVST (M58 PVST+ wie

RPVST+) Iiluagnetias
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19. @unsavin Authentication WuU IEEE 802.1x, Web-Based, Mac-Based lawsaunulu Port ifen

20. @u150vn Private VLAN 161

21. anansauimsinnisgunsalinumialusunsu Web Browser 1ot

22. @n30%19u Software Define Network (158 SDN) #1a1111915§7U OpenFlow 1.3 #3alnina

23. aasavi QoS aeuanmsgu IEEE 802.1p, DiffServ, Rate Limit (3® Rate Limiting) Iifuaetios

24. @wnsavin Remote Mirroring #3e Port Mirroring %38 Port Monitoring e Span Port léauuy
Ingress Way Egress

25. @11130Y1197U VXLAN a1

26. enunsanTiadeuleyanieata nslduaseviewuy NetFlow w3e sFlow w3 jFlow s

27. anunsodetaya Log File Tuguuuy Syslog aidustetes

28. #1150 mDNS Gateway wag Google Chromecast 16 minldaiunsavieusanaile iaue
quURsalfAY

29. @w15avinau IEEE 802.3az (Energy Efficient Ethernet) 16

30. 5895UN13%" Zero Touch Provisioning &

31, annsaldunuunsgu IPve 1o

32. @W158YN9ULUY 1P SLA 38 IPFIX dwidu Voice Tunisnsiaaeunaniwaes Traffic 16

33, @NTAUIMTIANSTIALAY Command-line (W38 CLI), SSHv2 waz SNMPV3 ¢y

34. an5avinaulaniuagsgu RMON, LLDP wag Job Scheduler 16t

35. Iiunmsgiuanudasnsds FCC uag EN uateiies

36. qﬂﬂidﬁLauaﬁaﬂaq1uﬂdﬁJ Leaders 983 Gartner Magic Quadrant for Enterprise Wired and

Wireless LAN Infrastructure Tudl 2021 vi3aluinia

o F

woulvdu

1. gudeiauadasldSunsuisddliidudunusmeandudansefrunudmissluusemelne
Tnglviulenansvaiznisiauasian

veal o £ [y o a v Y a ¢ af
2. ﬁ;ljﬁlu‘UE]Lﬁu@iqﬂ'](ﬂ@Q‘lﬂiUﬂ'ﬁiUiaﬂfﬂqﬂU‘iﬁV}%NaGlﬁ']‘U']Ui%W]ﬂ‘LV]?J‘U@QQﬂﬂiEUVILﬁuaiﬂ&l(ﬂ‘iﬂ

s

Imdndusinauslulasinisidugunsailvn Biweldnuunou Segluareniswdn fnsuseiu

(Warranty) Iinisaduayunisdiumaiawazuinisvdenisaeslulasanisd lnelidumisde

[
= v/

sananvuziauesImmMesEuLTagedadniassBildnvsednd

3. szasnmﬂ'\jgijﬁ’u Litesnin 1 T
i ST %\ma@nm o0 deony

) v ¢
(gqasiani wndes) (qqmsamﬂﬂﬁ'w qunsina) (Wesw A3uIawI)

in7 Rumesdungnisiig o o
e saaew ummmsﬂamamas unirmsesufiiwey
$nnsmsunugsnemsneanalulagiivia




3. yalusunsudasiulada

29fusuUszanal 175,000 U (37A7 700 UI/YA 31U 250 YA)
AudnwuEiugIy
1. annsadesiunaznevauswiaduanamunisiuleuss wuu Realtime Protection, Ransomware,

Brute-Force wag Advanced Threat Defense (139 Unknown Threats) &

2. fsvuviinnsiuazasatuiiaiinussavsnmlunistiosiu wuu Al Based Engine, Cloud Based
Engine, Gene Engine Way Behavioral Engine 1@
aunsaivuANAnsedeansseminaaIsmaniames (Micro-seementation) ¢
mm'mé’um‘tWﬁé’mmé’aﬁma%ﬁagﬂuLﬂ%mauﬁ'sma§ (Threat Investigation) &
annsaueniAissreuimeiiiiaudsiesnainsyuuedetis (Endpoint Isolation) 1

@unsansIIEeUAINUaDAssTUNUgUTBLATEIRBNRIMES (Security & Integrity Check) &

N bR W

annsaaunuaslnd (Vulnerability Scan), nsgatesiud (Endpoint Patching) uagnisgadosing
wuutadiou (Hot Patching) 16
8. mmiaLLamﬂ'ig%'iwms‘uaqLﬂ%aﬂauﬁama% (Inventory) wuu Operating System, Application
way User tailusgraios
9. @unsamuAunsidaugUnIaisiends (Device Control %38 Peripheral Control) 161
10. mminmuqmLﬂ%"aqﬂamﬁamas‘mmwz‘lﬂa (Remote Access) 16
11. fiszuuudmsdnnisanndiunane (Centralized Management) Tnefinanunsasgstos el
11.1 a9 UISINNITTEUUNIY Web Ut @
11.2 fivthasdmsuuananmsiu (Dashboard)
11.3 @nunsaeensieauluguwuuves POF
12. mmsaﬁmmgmuszuuﬂﬁu”ﬁms Windows XP, Windows Vista, Windows 7, Windows 8,
Windows 8.1, Windows 10, Windows Server 2003, Windows Server 2008, Windows Server
2012, Windows Server 2016, Windows Server 2019, MacOS, CentOS, Ubuntu Was Red Hat

Iondungnatae

] =
waulvdy
1. giudaiauededlasunisudatsliiduiunudmiisanduiansadrunudmirelulssmalng

Tnglituenansvugnsiauasnan

2. sgygaIMIsulseiu 13Ju’e]8ﬂ')'] 13
l % QD
‘@f{f?@) SV g ey

(mtrqaa"fwﬁ wilos)
dnimnsreuiamastiuym ity
Y o aaa O
$wnswmsunuggnnenmsnoaunaliladiing

(wesy Afuaum)
(IviGen3gnste auwsnmm)
dndenisreuiinnes dnimmseexiames,




