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wuInvn1saanuuu Hierarchical Network Design

Hierarchical Network Model




vin'lueiav Hierarchical Network Design

Hierarchical Network Design - | '

= Core layer—Provides connectivity between
distribution layers for large LAN environments

- Distribution layer—Aggregates access layers and Figure T - LAN hierarchical design
provides connectivity to services

» Access layer—Provides endpoints and users direct
access to the network
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= SruvLASaT1aE
—  Wired 10/100/1000/10G
— Wireless 802.11a/b/g/nfac 2 4Ghz interference

= SEUVUTUISIANTISTLIN
— Layer 2 edge for applications that require spanned vians
— Awvoid Spanning Tree loops for resiliency
— Application Visibility and Control (AVC)
— Deliver PoE services: 802 . 3af(PoE). 802.3at(PoE+)
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— Secure network and applications frorn malicious attacks
— Weak Security configuration



aailaunaaznauaztiwuilssdnsniniasazinaaan151a
Link Aggregation Protocol (LACP)
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Bandwidth aggregation is normally implemented by combining several
parallel links between two switches into one logical link.

An oval encompassing
several links is used in
network diagrams to
indicate link

aggregation.
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Switch Feature: Link Aggregation

Aggregated ports for Single port

improved performance
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LoadBalance

Student Applications

UTM Firewall /
L3 Switch

Authen+Proxy Server

Log and Report Server

Wireless Controller

802.11x with Radius
(Internet+Staff Apps)

802.11x with Radius
I N (@) (Internet+Student Apps)
]
N
WPA Key + Web Authen
(All Internet only)
VLAN100: VLAN200: VLAN300: VLAN40O:
Staff Student Printer Guest
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Guest
Network

Corporate
Corporate Voice
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Access Layer

Access Point Switch
Data VLAN
Voice VLAN
Guest VLAN
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Max Bandwidth per client

Max Bandwidth per client=Total Bandwidth/<Clients No.>

® Example: 300Mbps Half duplex with 5o clients
® 300Mbps Half duplex = 15oMbps full duplex
® 150/50=3Mbps



http://wireless.wikia.com/wiki/Wi-Fi

2.4G Brand

| Wi-Fi Channels
| Channel | Center Freq (GHz) | Americas | EMEA | France | Israel | China | Japan
1 2412 hd Y Y Y Y
2 2417 hd Y Y Y b
3 2.422 b Y Y Y Y Y
4 2.427 hd Y Y Y Y A
g 2432 hd Y Y Y Y b
3 2437 b Y Y Y Y Y
[ 2.442 hd Y Y Y Y A
a 2447 hd Y Y Y Y b
9 2452 hd Y Y Y Y b
10 2457 hd Y Y Y b
1k 2.462 b Y Y Y Y
12 2 467 Y Y b
13 2472 Y Y b
14 2484 Y
three minimum interference For four channels with somewhat
channels: 1, 6, 11. more interference that may still be
Option #1:1, 4, 7, 11 usable, channels can be three or

Option #2:1, 4, 8, 12
Option #3:1, 5, 8, 11 four numbers apart:



Graphical representation of 2.4 GHz band
channels overlapping

14  Shannel
2484 Conlor Froe Joney

L

three minimum interference

channels: 1, 6, 11.



Non-Overlapping Channels for 2.4 GHz WLAN
802.11h (DSSS) channel width 22 MHz

vV YV 1

802.11g/n (DFDM) 20 MHz ch. width - 16.25 MHz used by sub-carriers

-

802.11n (OFDM) 40 MHz ch. width - 33.75 MHz used by sub-carriers
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Bandwidth

https://support.google.com/youtube/answer/2g537027hl=en

1080p @60fps

= Be sure to check the 60fps box in the Ingestion Settings tab.
« Resolution

« 1920x1080
- Video Bitrates

« Maximum 9000 Kbps

« Recommended 6800 Kbps

« Minimum 4500 Kbps

1080p

720p @60fps

* Be sure to tick check 60fps box in the Ingestion Settings tab.
= Resolution

+ 1280x720
» Video Bitrates

« Maximum 6000 Kbps

* Recommended 3800 Kbps

+ Minimum 2250 Kbps



